

    
      
          
            
  
Welcome to AFFO User Service’s documentation!

AFFO User Service is a simple User sending service. The main feature of
this service is an ability to round-robin User gateways to retry the message.

AFFO User Service is Open Source and licensed under the BSD License [http://www.opensource.org/licenses/BSD-3-Clause].




Getting Started


	If you’re new to AFFO User Service you can get started by following
the first-steps tutorial.
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Copyright

Copyright © 2019, Affo Ltd.

All rights reserved. This material may be copied or distributed only
subject to the terms and conditions set forth in the Creative Commons
Attribution-ShareAlike 4.0 International
<https://creativecommons.org/licenses/by-sa/4.0/legalcode>`_ license.

You may share and adapt the material, even for commercial purposes, but
you must give the original author credit.
If you alter, transform, or build upon this
work, you may distribute the resulting work only under the same license or
a license compatible to this one.


Note

While the AFFO User Service documentation is offered under the
Creative Commons Attribution-ShareAlike 4.0 International license
the AFFO User Service software is offered under the
BSD License (3 Clause) [http://www.opensource.org/licenses/BSD-3-Clause]







          

      

      

    

  

    
      
          
            
  
Getting Started





          

      

      

    

  

    
      
          
            
  
Contributor’s Guide

Contributions are always welcome and greatly appreciated!


Code contributions

We love pull requests from everyone! Here’s a quick guide to improve the code:


	Fork the repository [https://github.com/affo/affo-user-service] and clone the fork.


	Create a virtual environment using your tool of choice (e.g. virtualenv, conda, etc).


	Install development dependencies:




pip install -r requirements.txt
pip install -r requirements-test.txt






	Make sure all tests pass:




python setup.py test






	Start making your changes to the master branch (or branch off of it).


	Make sure all tests still pass:




python setup.py test






	Add yourself to AUTHORS.rst.


	Commit your changes and push your branch to GitHub.


	Create a pull request [https://help.github.com/articles/about-pull-requests/] through the GitHub website.







Documentation improvements

We could always use more documentation, whether as part of the
introduction/examples/usage documentation or API documentation in docstrings.

Documentation is written in reStructuredText [http://docutils.sourceforge.net/rst.html]
and use Sphinx [http://sphinx-doc.org/index.html] to generate the HTML output.

Once you made the documentation changes locally, run the documentation generation:

python setup.py build_sphinx








Bug reports

When reporting a bug [https://github.com/affo/affo-user-service/issues]
please include:



	Operating system name and version.


	affo-user-service version.


	Any details about your local setup that might be helpful in troubleshooting.


	Detailed steps to reproduce the bug.










Feature requests and feedback

The best way to send feedback is to file an issue on
Github [https://github.com/affo/affo-user-service/issues]. If you are proposing a feature:


	Explain in detail how it would work.


	Keep the scope as narrow as possible, to make it easier to implement.










          

      

      

    

  

    
      
          
            
  
REST API


	
POST /auth/login/

	Issues JWT token for the registered user from an email and a password


	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success













	
POST /auth/refresh/

	Refresh JWT token


	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success













	
POST /auth/logout/

	Adds the specified JWT token into the blacklist


	Status Codes

	
	204 No Content [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.5] – Success













	
GET /auth/verify_token/

	Verify JWT token


	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success













	
POST /user/

	Register a new user


	Status Codes

	
	201 Created [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.2] – Success













	
GET /user/{user_id}/role/

	Retrieves a user roles by an identifier.


	Parameters

	
	user_id (string) – A user identifier






	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success













	
PATCH /user/{user_id}/role/

	Update user roles by an identifier.


	Parameters

	
	user_id (string) – A user identifier






	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success













	
POST /user/{user_id}/set_password/

	Set a user password


	Parameters

	
	user_id (string) – A user identifier






	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success













	
GET /user/{user_id}/

	Retrieves a user by an identifier.


	Parameters

	
	user_id (string) – A user identifier






	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success













	
PATCH /user/{user_id}/

	Update a user by an identifier


	Parameters

	
	user_id (string) – A user identifier






	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success













	
DELETE /user/{user_id}/

	Delete a user by an identifier


	Parameters

	
	user_id (string) – A user identifier






	Status Codes

	
	204 No Content [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.5] – Success













	
POST /password/reset/

	Reset a user password


	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success













	
POST /password/reset/confirm/

	Confirm a user password reset


	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success













	
POST /verification/phone/

	Verify a phone


	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success













	
POST /verification/phone/confirm/

	Confirm a phone verification


	Status Codes

	
	200 OK [http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10.2.1] – Success
















          

      

      

    

  

    
      
          
            

   HTTP Routing Table


   
   /auth | 
   /password | 
   /user | 
   /verification
   


   
     		 	

     		
       /auth	

     
       	
       	
       GET /auth/verify_token/	
       Verify JWT token

     
       	
       	
       POST /auth/login/	
       Issues JWT token for the registered user from an email and a password

     
       	
       	
       POST /auth/logout/	
       Adds the specified JWT token into the blacklist

     
       	
       	
       POST /auth/refresh/	
       Refresh JWT token

     		 	

     		
       /password	

     
       	
       	
       POST /password/reset/	
       Reset a user password

     
       	
       	
       POST /password/reset/confirm/	
       Confirm a user password reset

     		 	

     		
       /user	

     
       	
       	
       GET /user/{user_id}/	
       Retrieves a user by an identifier.

     
       	
       	
       GET /user/{user_id}/role/	
       Retrieves a user roles by an identifier.

     
       	
       	
       POST /user/	
       Register a new user

     
       	
       	
       POST /user/{user_id}/set_password/	
       Set a user password

     
       	
       	
       DELETE /user/{user_id}/	
       Delete a user by an identifier

     
       	
       	
       PATCH /user/{user_id}/	
       Update a user by an identifier

     
       	
       	
       PATCH /user/{user_id}/role/	
       Update user roles by an identifier.

     		 	

     		
       /verification	

     
       	
       	
       POST /verification/phone/	
       Verify a phone

     
       	
       	
       POST /verification/phone/confirm/	
       Confirm a phone verification

   



          

      

      

    

  

    
      
          
            

   Python Module Index


   
   a
   


   
     		 	

     		
       a	

     
       	[image: -]
       	
       affo_user_service	
       

     
       	
       	   
       affo_user_service.api	
       

     
       	
       	   
       affo_user_service.api.auth	
       

     
       	
       	   
       affo_user_service.api.exception	
       

     
       	
       	   
       affo_user_service.api.password	
       

     
       	
       	   
       affo_user_service.api.role	
       

     
       	
       	   
       affo_user_service.api.user	
       

     
       	
       	   
       affo_user_service.api.utils	
       

     
       	
       	   
       affo_user_service.api.verification	
       

     
       	
       	   
       affo_user_service.application	
       

     
       	
       	   
       affo_user_service.cli	
       

     
       	
       	   
       affo_user_service.extensions	
       

     
       	
       	   
       affo_user_service.models	
       

     
       	
       	   
       affo_user_service.models.user	
       

     
       	
       	   
       affo_user_service.settings	
       

     
       	
       	   
       affo_user_service.utils	
       

     
       	
       	   
       affo_user_service.verification	
       

     
       	
       	   
       affo_user_service.verification.backends	
       

     
       	
       	   
       affo_user_service.verification.backends.base	
       

     
       	
       	   
       affo_user_service.verification.backends.dummy	
       

     
       	
       	   
       affo_user_service.verification.backends.sms	
       

     
       	
       	   
       affo_user_service.verification.exception	
       

     
       	
       	   
       affo_user_service.verification.generators	
       

     
       	
       	   
       affo_user_service.verification.services	
       

     
       	
       	   
       affo_user_service.wsgi	
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 | D
 | E
 | F
 | G
 | H
 | I
 | J
 | L
 | N
 | P
 | R
 | S
 | U
 | V
 


A


  	
      	AccessDenied


      	affo_user_service (module)


      	affo_user_service.api (module)


      	affo_user_service.api.auth (module)


      	affo_user_service.api.exception (module)


      	affo_user_service.api.password (module)


      	affo_user_service.api.role (module)


      	affo_user_service.api.user (module)


      	affo_user_service.api.utils (module)


      	affo_user_service.api.verification (module)


      	affo_user_service.application (module)


      	affo_user_service.cli (module)


      	affo_user_service.extensions (module)


      	affo_user_service.models (module)


  

  	
      	affo_user_service.models.user (module)


      	affo_user_service.settings (module)


      	affo_user_service.utils (module)


      	affo_user_service.verification (module)


      	affo_user_service.verification.backends (module)


      	affo_user_service.verification.backends.base (module)


      	affo_user_service.verification.backends.dummy (module)


      	affo_user_service.verification.backends.sms (module)


      	affo_user_service.verification.exception (module)


      	affo_user_service.verification.generators (module)


      	affo_user_service.verification.services (module)


      	affo_user_service.wsgi (module)


      	AlreadyExists


      	AuthFailure


  





B


  	
      	BaseBackend (class in affo_user_service.verification.backends.base)


  





C


  	
      	create() (in module affo_user_service.api.user)


      	create_app() (in module affo_user_service.application)


  

  	
      	create_temporary_token() (affo_user_service.verification.services.VerificationService method)


      	created_at (affo_user_service.models.user.User attribute)


  





D


  	
      	delete() (in module affo_user_service.api.user)


  

  	
      	DummyBackend (class in affo_user_service.verification.backends.dummy)


  





E


  	
      	email (affo_user_service.models.user.User attribute)


  





F


  	
      	first_name (affo_user_service.models.user.User attribute)


  





G


  	
      	Generator (class in affo_user_service.verification.generators)


      	get() (in module affo_user_service.api.role)

      
        	(in module affo_user_service.api.user)


      


      	get_backend() (in module affo_user_service.verification.backends)


  

  	
      	get_full_name() (affo_user_service.models.user.User method)


      	get_generator() (in module affo_user_service.verification.generators)


      	get_service() (in module affo_user_service.verification.services)


      	get_short_name() (affo_user_service.models.user.User method)


      	get_user_by_id() (in module affo_user_service.api.utils)


  





H


  	
      	has_role() (affo_user_service.models.user.User method)


  





I


  	
      	id (affo_user_service.models.user.User attribute)


      	identify() (affo_user_service.models.user.User class method)


      	identity() (affo_user_service.models.user.User property)


      	InternalError


  

  	
      	InvalidPhone, [1]


      	InvalidPhoneCode


      	InvalidToken


      	is_active (affo_user_service.models.user.User attribute)


      	is_valid() (affo_user_service.models.user.User method)


  





J


  	
      	jsonify() (affo_user_service.api.exception.PraetorianErrorBuzz method)


  

  	
      	jwt_decode_token() (in module affo_user_service.utils)


  





L


  	
      	last_login (affo_user_service.models.user.User attribute)


      	last_name (affo_user_service.models.user.User attribute)


  

  	
      	login() (in module affo_user_service.api.auth)


      	logout() (in module affo_user_service.api.auth)


      	lookup() (affo_user_service.models.user.User class method)


  





N


  	
      	NoSuchUser


  

  	
      	NumberGenerator (class in affo_user_service.verification.generators)


  





P


  	
      	password (affo_user_service.models.user.User attribute)


      	phone (affo_user_service.models.user.User attribute)


      	phone() (in module affo_user_service.api.verification)


  

  	
      	phone_confirm() (in module affo_user_service.api.verification)


      	praetorian_error_handler() (in module affo_user_service.api.exception)


      	PraetorianErrorBuzz


  





R


  	
      	refresh() (in module affo_user_service.api.auth)


      	reset() (in module affo_user_service.api.password)


  

  	
      	reset_confirm() (in module affo_user_service.api.password)


      	rolenames() (affo_user_service.models.user.User property)


      	roles (affo_user_service.models.user.User attribute)


  





S


  	
      	send() (affo_user_service.verification.backends.base.BaseBackend method)

      
        	(affo_user_service.verification.backends.dummy.DummyBackend method)


        	(affo_user_service.verification.backends.sms.SMSBackend method)


      


      	send_verification() (affo_user_service.verification.services.VerificationService method)


      	set_password() (in module affo_user_service.api.user)


      	SMSBackend (class in affo_user_service.verification.backends.sms)


      	status_code (affo_user_service.api.exception.AccessDenied attribute)

      
        	(affo_user_service.api.exception.AlreadyExists attribute)


        	(affo_user_service.api.exception.AuthFailure attribute)


        	(affo_user_service.api.exception.InternalError attribute)


        	(affo_user_service.api.exception.InvalidPhone attribute)


        	(affo_user_service.api.exception.InvalidPhoneCode attribute)


        	(affo_user_service.api.exception.InvalidToken attribute)


        	(affo_user_service.api.exception.NoSuchUser attribute)


      


  





U


  	
      	update() (in module affo_user_service.api.role)

      
        	(in module affo_user_service.api.user)


      


  

  	
      	updated_at (affo_user_service.models.user.User attribute)


      	User (class in affo_user_service.models.user)


  





V


  	
      	validate_token() (affo_user_service.verification.services.VerificationService method)


      	VerificationError


  

  	
      	VerificationService (class in affo_user_service.verification.services)


      	verify_token() (in module affo_user_service.api.auth)


  







          

      

      

    

  

    
      
          
            
  
affo_user_service.api package


Submodules




affo_user_service.api.auth module


	
affo_user_service.api.auth.login(login)

	




	
affo_user_service.api.auth.logout()

	




	
affo_user_service.api.auth.refresh()

	




	
affo_user_service.api.auth.verify_token()

	






affo_user_service.api.exception module


	
exception affo_user_service.api.exception.AccessDenied(message, *format_args, **format_kwds)

	Bases: connexion_buzz.ConnexionBuzz


	
status_code = 403

	








	
exception affo_user_service.api.exception.AlreadyExists(message, *format_args, **format_kwds)

	Bases: connexion_buzz.ConnexionBuzz


	
status_code = 400

	








	
exception affo_user_service.api.exception.AuthFailure(message, *format_args, **format_kwds)

	Bases: connexion_buzz.ConnexionBuzz


	
status_code = 401

	








	
exception affo_user_service.api.exception.InternalError(message, *format_args, **format_kwds)

	Bases: connexion_buzz.ConnexionBuzz


	
status_code = 500

	








	
exception affo_user_service.api.exception.InvalidPhone(message, *format_args, **format_kwds)

	Bases: connexion_buzz.ConnexionBuzz


	
status_code = 400

	








	
exception affo_user_service.api.exception.InvalidPhoneCode(message, *format_args, **format_kwds)

	Bases: connexion_buzz.ConnexionBuzz


	
status_code = 400

	








	
exception affo_user_service.api.exception.InvalidToken(message, *format_args, **format_kwds)

	Bases: connexion_buzz.ConnexionBuzz


	
status_code = 400

	








	
exception affo_user_service.api.exception.NoSuchUser(message, *format_args, **format_kwds)

	Bases: connexion_buzz.ConnexionBuzz


	
status_code = 400

	








	
exception affo_user_service.api.exception.PraetorianErrorBuzz(e, *args, **kwargs)

	Bases: connexion_buzz.ConnexionBuzz


	
jsonify(description=None, headers=None)

	Returns a representation of the error in a jsonic form that is
compatible with flask’s error handling.

Keyword arguments allow custom error handlers to override parts of the
exception when it is jsonified










	
affo_user_service.api.exception.praetorian_error_handler(e)

	






affo_user_service.api.password module


	
affo_user_service.api.password.reset(password_reset)

	




	
affo_user_service.api.password.reset_confirm(password_reset_confirm)

	






affo_user_service.api.role module


	
affo_user_service.api.role.get(user_id)

	




	
affo_user_service.api.role.update(user_id, roles)

	






affo_user_service.api.user module


	
affo_user_service.api.user.create(user)

	




	
affo_user_service.api.user.delete(user_id)

	




	
affo_user_service.api.user.get(user_id)

	




	
affo_user_service.api.user.set_password(user_id, password)

	




	
affo_user_service.api.user.update(user_id, user1)

	






affo_user_service.api.utils module


	
affo_user_service.api.utils.get_user_by_id(user_id)

	






affo_user_service.api.verification module


	
affo_user_service.api.verification.phone(phone)

	




	
affo_user_service.api.verification.phone_confirm(phone_confirm)

	






Module contents







          

      

      

    

  

    
      
          
            
  
affo_user_service.models package


Submodules




affo_user_service.models.user module


	
class affo_user_service.models.user.User(**kwargs)

	Bases: sqlalchemy.ext.declarative.api.Model


	
created_at

	




	
email

	




	
first_name

	




	
get_full_name()

	




	
get_short_name()

	




	
has_role(*roles)

	




	
id

	




	
classmethod identify(id)

	




	
property identity

	




	
is_active

	




	
is_valid()

	




	
last_login

	




	
last_name

	




	
classmethod lookup(username)

	




	
password

	




	
phone

	




	
property rolenames

	




	
roles

	




	
updated_at

	










Module contents







          

      

      

    

  

    
      
          
            
  
affo_user_service.verification.backends package


Submodules




affo_user_service.verification.backends.base module


	
class affo_user_service.verification.backends.base.BaseBackend(**settings)

	Bases: object


	
send(recipient, token, resend=False)

	










affo_user_service.verification.backends.dummy module


	
class affo_user_service.verification.backends.dummy.DummyBackend(**settings)

	Bases: affo_user_service.verification.backends.base.BaseBackend


	
send(recipient, token, resend=False)

	










affo_user_service.verification.backends.sms module


	
class affo_user_service.verification.backends.sms.SMSBackend(**settings)

	Bases: affo_user_service.verification.backends.base.BaseBackend


	
send(recipient, token, resend=False)

	










Module contents


	
affo_user_service.verification.backends.get_backend(service_name)

	Gets the backend with the given service settings.
It checks for a BACKEND key and later passes in these OPTIONS in the
backend.


	Parameters

	service_settings – dict like object



	Returns

	base.BaseBackend inherited object















          

      

      

    

  

    
      
          
            
  
affo_user_service.verification package


Subpackages



	affo_user_service.verification.backends package
	Submodules

	affo_user_service.verification.backends.base module

	affo_user_service.verification.backends.dummy module

	affo_user_service.verification.backends.sms module

	Module contents












Submodules




affo_user_service.verification.exception module


	
exception affo_user_service.verification.exception.InvalidPhone

	Bases: affo_user_service.verification.exception.VerificationError






	
exception affo_user_service.verification.exception.VerificationError

	Bases: Exception








affo_user_service.verification.generators module


	
class affo_user_service.verification.generators.Generator

	Bases: object






	
class affo_user_service.verification.generators.NumberGenerator

	Bases: affo_user_service.verification.generators.Generator

Creates a random number.


	Usage example

	generator = NumberGenerator()
print(generator())  # 1239










	
affo_user_service.verification.generators.get_generator(service_name)

	Get the generator that is set for the specific service.








affo_user_service.verification.services module


	
class affo_user_service.verification.services.VerificationService(backend, verification_type)

	Bases: object

The VerificationService is the main access point in this module. This
service makes sure that there is a token generated as well as it has been
send with the appropriate backend.


	Variables

	
	backend – the backend to be used (e.g. email, phone backend)


	verification_type – The type of verification that is done (e.g. email, phone)


	generator – Generator which returns a token to be passed









	
create_temporary_token(recipient, expiry=600)

	Creates a temporary token inside the cache, this holds the phone recipient
as value, so that we can later check if everything is correct.


	Parameters

	
	recipient – recipient of recipient


	expiry – Expiry of the token, defaults to 3 hours.






	Return token

	string of sha token










	
send_verification(recipient, resend=False)

	Send a verification email/ text to the given recipient to verify.


	Parameters

	recipient – the phone recipient/ email of recipient.










	
validate_token(recipient, token)

	Check if given token is valid, compares it with the ones present in the
cache.


	Parameters

	
	token – Token to be checked


	value – The key it should be in






	Returns boolean

	Valid or not.














	
affo_user_service.verification.services.get_service(service_name)

	Gets the service VerificationService, checks if there is already one in the
memory, if so return that one.


	Parameters

	service_name – e.g. phone, email












Module contents







          

      

      

    

  

    
      
          
            
  
affo_user_service package


Subpackages



	affo_user_service.api package
	Submodules

	affo_user_service.api.auth module

	affo_user_service.api.exception module

	affo_user_service.api.password module

	affo_user_service.api.role module

	affo_user_service.api.user module

	affo_user_service.api.utils module

	affo_user_service.api.verification module

	Module contents





	affo_user_service.models package
	Submodules

	affo_user_service.models.user module

	Module contents





	affo_user_service.verification package
	Subpackages
	affo_user_service.verification.backends package
	Submodules

	affo_user_service.verification.backends.base module

	affo_user_service.verification.backends.dummy module

	affo_user_service.verification.backends.sms module

	Module contents









	Submodules

	affo_user_service.verification.exception module

	affo_user_service.verification.generators module

	affo_user_service.verification.services module

	Module contents












Submodules
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